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PSD2 - Integracni prirucka pro poskytovatele tretich stran (TPP)

1 Uvod

Tento dokument popisuje zakladni zplisob integrace tieti strany ke sluzbam PSD2 poskytovanym
J&T Bankou. Je ur€en pro poskytovatele tretich stran (TPP — Third Party Providers), ktefi
implementuji pfistup k bankovnim sluzbam dle standardu vychazejiciho z Czech Open Banking
Standard (COBS) verze 7:

Sluzba Scope Popis

AISP AISP Ptistup k informacim o uc¢tech (Account Information Service)
PISP PISP Inicializace plateb (Payment Initiation Service)

CISP CISP Oveéteni dostupnosti finanénich prostredkt (Card Issuer Service)

Implementace API PSD2 je v souladu s nasledujicimi standardy:
e OAuth 2.0 (RFC 6749)

e PKCE : Proof Key for Code Exchange by OAuth Public Clients viz RFC 7636
e PAR: Pushed Authorization Requests viz RFC 9126 (pouze PISP)

¢ RAR: Rich Authorization Requests viz RFC 9396 (pouze PISP)

e OAuth 2.0 Dynamic Client Registration — RFC 7591

e Czech Open Banking Standardu verze 7

2 Pfredpoklady (Prerequisites)
Pro Gisp€S$nou integraci je tieba si zajistit
o kvalifikovany eIDAS certifikat (QWAC/QSealC), piredepsany regulaci (RTS on SCA &

CSC —EU 2018/389) certifikat pro mTLS komunikaci se systémy J&T poskytujici PSD2
sluzby (registrationNumber, registrator a roles)

e Schopnost provadét OAuth2 klientské ptihlaSeni pomoci grantii client credentials a
authorization code


https://datatracker.ietf.org/doc/html/rfc6749
https://datatracker.ietf.org/doc/html/rfc7636
https://datatracker.ietf.org/doc/html/rfc9126
https://datatracker.ietf.org/doc/html/rfc9396
https://datatracker.ietf.org/doc/html/rfc7591

3 Seznam zastupnych hodnot parametra

Placeholder Vyznam Hodnota

apigw-hostname PSD2 API gateway https://apigw.jtbank.cz

portal-hostname Developer portal https://apiportal.jtbank.cz

authserver-url Autorizaéni server https://bezpecnost.jtbank.cz/sezamas/vl

clientld Unikétni identifikdtor TPP n/a
aplikace (UUID)

clientSecret Tajny kli¢ — neménny po n/a
celou dobu platnosti klienta

redirectUri Registrovana callback URL | n/a
— nelze ménit po registraci

scope Rozsah opravnéni n/a
ptidélenych access tokenu

pathToCertificate Cesta ke kvalifikovanému n/a
certifikétu

authorization Aurtiza¢ni fetzec napf. n/a
Bearer ......

tppName Jméno poskytovatele treti n/a
strany

accessCode Autorizaéni kéd pro ziskdni | n/a
access tokenu

refreshToken Token pro obnoveni access n/a
tokenu

state Ochranny parametr proti n/a
CSREF ttoku

bearerToken Ptistupovy token typu Bearer | n/a
pro API volani

pkceCodeVerifier Ochranny parametr proti n/a
CSREF ttoku

authorizationDetails | Roz§ifena autorizace n/a
specifikujici detail opravnéni
(platebni instrukce)

4 Registrace do developer portalu (Registering into developer portal)

Prvnim krokem pro spravnou integraci je vytvoreni u¢tu v Developer portalu, kde je nasledné
mozné se zaregistrovat k odbéru sluzeb PSD2.

Na strankach https://{{portal-hostname}}/devportal/apis naleznete piislusné¢ API
PSD2Registration, které vdm umozni registraci vasi spolecnosti jako PSD2 poskytovatele tieti
strany (Third Party Provider).
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DEVELOPER PORTAL

O{_} APl MANAGER | @ APIs

psd2-registration

By: admin
w1 /psd2-registr...
Version Context

Registrace se provadi pomoci REST volani POST https://{{apigw-hostname}}/psd2-
registration/v1/tpps ktera zajisti ptistup do developer portalu J&T Banky a nasledné
zaregistrovat oAuth2 klienty, kterymi jste opravnéni volat PSD2 API.

Dulezité: vsechna volani musite provolat s kvalifikovanym elDAS certifikaty (QWAC/QSealC),
které jsou predepsané regulaci (RTS on SCA & CSC— EU 2018/389)

Ptiklad provolani:

curl -X POST "https://{{apigw-hostname}}/psd2-registration/v1/tpps" \

--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Content-Type: application/json" \
-d{

“tppld": "{{tppld}}",

"tppName": "{{tppName}}",

"ico": "{{ico}}",

"address": "{{address}}",

"password": "{{password}}",

"firstName": "{{firstName}}",

"lastName": "{{lastName}}",

"phoneNumber": "{{phoneNumber}}",

"email": "{{email}}"

}l

kde :
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tppld je uzivatelské jméno pro ptistup do developer portalu. Nesmi obsahovat mezery,

podtrzitko ani diakritiku.

password heslo pro identity server splitujici pozadavky bezpecnostni politiky (policy
pattern): N((?=*\d)(?=.*[a-z])(?=*[A-Z])(?=*[! @#$%&*])). {0,100} $

email je povinnym udajem pro ucely potvrzeni registrace a zasilani notifikaci. Po
uspésné registraci bude na uvedenou adresu odeslan e-mail s potvrzovacim odkazem.
address a phoneNumber jsou rovnéz povinné udaje. Administratoti J&T Banky vas
mohou z bezpec¢nostnich diivodli kontaktovat. Uvedeni nepravdivych tidaji mize byt

nahlaseno ptisluSnym organtim.

4.1 2.2 Errors
htt .
P Error message Popis

error

403 User xxxx already exists in the system. Please use a | Zadané tppld je jiZ registrovano. PouZijte prosim
different username. jiné.

400 The certificate is missing valid metadata C(Vert|f|kat nespliiuje pozadované naleZitosti (viz

predpoklady).

Some of following parameters is missing in JSON

400 request: tppld or password or tppName or email or | Télo poZzadavku neni platny nebo kompletni JSON.
phoneNumber

400 The name should contain character '’

403 Unable to process registration. The TPP has been Jiny uZivatel s poskytnutym certifikdtem je jiz
already registered under a different tppld: xxx registrovan.
User has been already registered. No changes has

200
been done.

403 The TPP has been already registered

500 Unable to register user —internal error - contact Interni chyba.
support please

500 Unable to set roles Interni chyba.

5 Vytvoreni oAuth2 klienta (registrace WSO2 aplikace)

Po Gspésné registraci je nutné vytvoreni oAuth2 klienta a se ptihlasit k odbéru PSD2 sluzeb. Za

timto Gi¢elem je tieba se prihlasit k Developer portalu
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DEVELOPER PORTAL

APl MANAGER

i
i3

API
& APls

psd2-registration
By: admin

vi Ipsd2-registr...
Version Context

Po uspésném piihlaseni prejdéte do sekce Applications a vytvoite novou aplikaci.

DEVELOPER PORTAL

O, API MANAGER

M APIs
psd2 psd2-registration
By: admin By: admin
w1 /psd2 vl Ipsd2-registr...
Version Context Version Context

Muzete pouzit vychozi (default) aplikaci, ale mé&jte na paméti, Ze jeji nazev a popis (application
description) se bude zobrazovat koncovym uzivatelim na obrazovce pti udélovani souhlasu
(Third-Party Consent Confirmation).

DEVELOPER PORTAL _
O, APIARIAGER & opcosrs | — -

An application is a logical collection of APIs. Applications allow you to use a single access token to invoke a collection of APIs and to subscribe to one API multiple times and allows unlimited access by default.

Q Search HEEE]

Name T Owner Palicy Workflow Status Subscriptions Actions.

DefaultApplication _ Unlimited ACTIVE 0 /‘ 'i'

Pti zaloZeni nové wso2 aplikace je tfeba vyplnit
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Create an application

Create an application providing

nd quata parameters. Description is optiona

Required figlds are ma risk (* )

Application Name *

Enter a name to identify the Application. You will be able to pick this application when subscribing t APIs
ota for Application Tokens *

Unlimited -

Assign AP request quota per access token. Allocated quota will be shared amang all the subscribed APIs of the application

Application Description

(512 ) characters remaining

share with the organization (@)

.

e Nazev aplikace
o Nesmi obsahovat znak podtrzitka ().
e Per Token Quota
o Toto pole slouzi k nastaveni limitu API pozadavki na jeden access token.
o Nastaveny limit je sdilen mezi vS§emi API, ke kterym je aplikace pfihlasena.
o Muzete ponechat hodnotu Unlimited, pokud nechcete limit omezovat.
e Description
o Popis aplikace je povinny a zobrazuje se pfi ptihlaSeni uzivatele v ramci
autorizace operace

J&T BANKA

Third-Party Consent Confirmation
The TPP applicatlocquesu access to data from your J&T payment accounts within the

following scope:

Checking payment/standing order status

Information on account availability

Initiation and deletion of payment orders

Initiation, modification, and deletion of standing orders
Information on account balances

Information on account transaction history
Information on standing orders

-@-

Naésledné je mozné provést konfiguraci oAuth2 klienta v levém menu ,,Production Keys >>
oAuth2 tokens*
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EDIT DELETE

Production QAuth2 Keys

Key and Secret | 4 PROVIDE EXISTING OAUTH KEYS
Producsan Key and Secret s not gemerated for this application

Key Configuration
Token Endpoint hrtps://bezpecnost jthank coisezamas/authivi oken Iy

Revoke Endpoint htps:iibezpecnost jtbank coiseramas/auth el frevoke [y

Code (@ Clent Credentials [ Refresh Token

Callback URL

Suppor PRCE Plainte

Zadejte Callback URL, kterd bude vyuZita pro OAuth2 toky Authorization Code, pfi¢em? tato
URL musi odpovidat endpointu aplikace, na ktery bude uzivatel pfesmérovan po spésné
autentizaci nebo autorizaci; client credentials lze vyuzit pouze ve specifickych scénafich,
napfiklad pro iniciaci plateb.

Poté kliknéte na tlacitko Generate keys, ¢imz ziskate hodnoty clientld (consumerKey) a
clientSecret (consumerSecret)

6 API Subscription

Aplikace musi byt pfihlasena (subscribed) k odbéru daného API, aby bylo mozné toto API volat
pomoci oAuth2 tokenil ziskanych na zakladé clientld a clientSecret. To se provede v rdmci wso2

aplikace v levém menu ,,Subcription® >> @5 | sekci - Subscribed APIs
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Subscribe to API(s)

Displaying all APls

Display Name Version Subscription Status

Unlimited SUBSCRIBE

Unlimited SUBSCRIBE

Rows per page 10 = 1-20f2

7 Klientsky a aplikacni token (autentizace a autorizace)

V ramci jednotlivych sluzeb API PSD2 je uveden zptisob autorizace, ktery lze pro danou sluzbu
vyuZzit.
e Kilientsky (uzivatelsky) token: OAuth 2.0 access token vydany v ramci autorizacniho
toku (Authorization Code Flow), ktery je ziskan na zaklad¢ silného ovéreni klienta (SCA)
a je vazéan na konkrétniho koncového uZivatele

e Aplikacni token TPP: OAuth 2.0 access token vydany v rdmci toku Client Credentials,
kdy dochazi k ovéfeni vyhradn¢ na zakladé¢ OAuth 2.0 prihlasovacich tdaju (client id /
client_secret) pridélenych treti stran¢ viz vyse. Token neni vazan na konkrétniho
uzivatele, ale na aplikaci jako takovou.
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7.1 Autentizace PSD2 sluzeb

Timto zplisobem se autentizuji/autorizuji sluzby mimo zadani plateb a trvalych ptikazu.

Ziskani klientského/uzivatelského tokenu (autentizace/autorizace klienta)

Auth. Server PSD2ARI
TPP (SEZAM) (GW)
: 1. Autorizace uzivatele :
GET fauthorize
{scope, PKCE, state, redirect_uri, client_id) -
PSS .14 L
uzivatel se piihlasi
+ SCA
€ redirect 7code=XXX&state=_..
:2. Token Exchange :
POST itoken
(authorization_code, code_verifier, redirect_uri, client_id)_
I S user access foken + refresh token =~ .
= apl votzn: |
|3. APl volani f
GET /my/accounts
(Bearer access_token)
errreeenessmsssnsssmmssessssassesesssnnsen DCC QUM GALE e s ssaaeens
TPP Auth. Server PSD2AFI
(SEZAM) (GW)

curl -X GET "https://{{authserver-url}}/authorize\
?response_type=code\

&scope={{scope}}\

&redirect_uri={{redirectUri}}\
&client_id={{clientld}}\

&state={{state}}\
&code_challenge={{pkceCodeChallenge}}\
&code_challenge_method=5256"

curl -X POST 'https://{{authorizationServerUrl}}/token' \

-H 'Content-Type: application/x-www-form-urlencoded' \

--data-urlencode 'redirect_uri={{redirectUri}}' \
--data-urlencode 'grant_type=authorization_code"\

--data-urlencode 'code={{accessCode}}' \
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--data-urlencode 'scope={{scope}}' \
--data-urlencode 'client_id={{clientld}}' \
--data-urlencode 'state={{state}}' \

--data-urlencode 'code_verifier={{pkceCodeVerifier}}' \

Ziskani aplikaéniho tokenu (autentizace/autorizace TPP)

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=client_credentials" \
--data-urlencode "scope={{scope}}"
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7.2 Autorizace platebnich instrukci a trvalych ptikaza

V ptipad¢ autorizace trvalych plateb a platebnich instrukei je tfeba predat autoriza¢nimu serveru

autorizacni objekt. Za timto ucelem je v rdmci autentizace vyuzit Rich Authorization Request a

Push Athorization Request

Auth. Server
PP (SEZAM)

1

FSD2 API
(GW)

| T |
1 . Aplikacni token I

POST ftoken
{client_credentials, scope=PISP)

access_token (CC)

:2. Vytvofeni platby

POST Imy/payments/sepa-credit-transfers
{Bearer CC token)

% Sian Info |

transactionld + signld

3. Sign Info
| Bt e |

GET /my/payments/. /sign/{signld}
{Bearer CC token)

¥

e SEENAAOS [RART e

{ 4. Post sign — ziskani JWE |

POST /my/paymenis/.. /sign/{signid}
{authorizationType: RAR, redirectUrl)

|5. PAR l

oo 2uthorization_details (WE) o ooeeeecrmerrsesnrersneen

| S |

POST /par
{authorization_details JWE, client_id, state)

request_uri

: 6. Autorizace uZivatele

GET /authorize
(requesi_uri, PKCE, redirect_uri, client_id)

uZivatel se prihlasi’
+ SCA

redirect 7code=xXxastate=__.

:T. Token Exchange f

POST ftoken
(authorization_code, code_verifier, redirect_uri. client_id)_

user access_token + refresh_token

.‘................ .-
:B. Finalni autorizace platby :
PUT /my/payments/.. fsign/{signld}
(Bearer user token, x-client-cert)

e AUTHOR

i.-. B T T
PP Auth. Server  PSD2 API
(SEZAM) (GW)



curl -X POST "https://{{authserver-url}}/par" \
--cert client.crt --key client.key \
-H "accept: application/json" \
-H "Traceparent: true" \
-H "Date: Wed, 21 Oct 2015 07:28:00 GMT" \
-H "User-Involved: 1"\
-H "TPP-Name: {{tppName}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
-H "Authorization: Bearer {{bearerToken}}" \
-H "x-client-cert: {{pathToCertificate}}" \
--data-urlencode "client_id={{clientid}}" \
--data-urlencode "scope={{scope}}" \

--data-urlencode "response_type=code" \
--data-urlencode "state={{state}}" \
--data-urlencode "redirect_uri={{redirectUri}}"

--data-urlencode "authorization_details={{authorizationDetails}}" \

curl -X POST "https://{{authorizationServerUrl}}/authorize\
?client_id={{clientld}}\

&request_uri={{requestUri}}\
&code_challenge={{pkceCodeChallange}}\
&code_challenge_method={{pkceMethod}}\
&ui_locales=cs"

curl -X POST "https://{{authorizationServerurl}
--cert client.crt --key client.key \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urle
--data-urlencode "redirect_uri={{redirectUri}
--data-urlencode "grant_type=authorization_co
--data-urlencode "code={{accessCode}}" \
--data-urlencode "scope={{scope}}" \
--data-urlencode "client_id={{clientId}}" \
--data-urlencode "state={{state}}" \
--data-urlencode "code_verifier={{pkceCodeVer

}/token" \

ncoded" \
A
de" \

ifier}}"

7.3 Casové limity

Parametr Hodnota Popis

access_token platnost 3600s (60 min) Konfigurovatelné na strané serveru
refresh_token platnost 180 dni Plati po celou dobu souhlasu uzivatele
request_uri (PAR) platnost 300s (5 min) Po expiraci nelze pouZit v authorize
authorization_code platnost 300s (5 min) Pouzit ihned po ziskani




8 Refresh token

Access token je platny pouze 3600 sekund, proto Authorization Code grant poskytuje kromé
access tokenu také refresh token, ktery ma platnost 180 dni a Ize jej pouzit k ziskani nového
access tokenu prostifednictvim OAuth refresh grant toku.

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=refresh_token" \
--data-urlencode "refresh_token={{refreshToken}}"

A Refresh Token Rotation: server vraci pti kazdém refresh grantu novy refresh token a pavodni
token zneplatiuje; implementace musi novy refresh token uloZit a pouZzivat pro dalsi obnovu
access tokenu

9 Integracni scénare

9.1 AISP Scénaf — Ziskani seznamu uctt

AISP nevyZaduje PAR — autorizace probiha pfimo ptes /authorize (RFC 6749, Section 4.1).
Krok 1: Client Credentials Token (volitelny)

Poznédmka: CC token neni potfeba pro user-authorization flow (kroky 2—4). Ziskejte ho tehdy,

kdy TPP potiebuje volat API na pozadi bez pfitomnosti uzivatele (background sync, batch
zpracovani). Pokud chcete pouze pfihlasit uZivatele a nacist jeho Ucty, prejdéte ptimo na krok 2.

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=client_credentials" \
--data-urlencode "scope={{scope}}"

Response (200):

n,on

"access_token": "{{accessToken}}",
"refresh_token": "{{refreshToken}}",
"scope": "{{scope}}",

"token_type": "Bearer”,
"expires_in": 3600




Krok 2: Authorize — presmérovani uZivatele

Piesmérovat prohlize¢ uzivatele na tuto URL:

curl -X GET "https://{{authserver-url}}/authorize\
?scope={{scope}}\

&response_type=code\
&redirect_uri={{redirectUri}}\
&client_id={{clientld}}\
&code_challenge={{pkceCodeChallenge}}\
&code_challenge_method=5256\
&state={{state}}"

Uzivatel:
1. pftihlasi se (username + password)

2. provede SCA (Strong Customer Authentication — SMS OTP nebo mobilni aplikace)
3. Potvrdi souhlas (consent)

Po uspé$ném piihlaseni je uzivatel pfesmérovan na:

https://{{redirectUri}}/callback?code={{callbackCode}}
&state={{state}}

Krok 3: Token Exchange
Vymeéna authorization code za uzivatelsky access token.

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "redirect_uri={{redirectUri}}" \
--data-urlencode "grant_type=authorization_code" \
--data-urlencode "code={{accessCode}}" \
--data-urlencode "scope={{scope}}" \
--data-urlencode "client_id={{clientld}}" \
--data-urlencode "state={{state}}" \
--data-urlencode "code_verifier={{pkceCodeVerifier}}"

Response (200):

n, u

“access_token": “{{accessToken}}”,
"token_type": "bearer",
"expires_in": "3600",
"refresh_token": "{{refreshToken}}",
"scope": "{{scope}}"




A Pozor: expires_in mlze byt string i number — implementace musi zvldadnout oba formaty

Krok 4: GET Accounts (seznam Uctii)

curl -X GET "https://{{apigw-hostname}}/psd2/v1l/my/accounts?page=08&size=10" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: {{authorization}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Action-ID: {{actionld}}" \
-H "TPP-Identification: {{tppld}}" \
-H "X-Request-ID: {{xRequestId}}" \
-H "Date: {{date}}"

Response (200):

"pageNumber": 0,
"pageCount": 1,
"pageSize": 10,
"totalCount": 3,
"accounts": [
{
"accountld": "CZ7158000000000000000123",
"identification": {
"iban": "CZ7158000000000000000123",
"other": "123"
2
“currency": "CZK",
"servicer": {
"bankCode": "5800",
"countryCode": "CZ",
"bic": "JTBPCZPP"
2
"namel18N": "Bézny ucet",
"product!18N": "Bézny ucet"




Krok 5: Token Refresh (po expiraci)

Po expiraci access tokenu pouzijte refresh token pro ziskani nového.

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=refresh_token" \
--data-urlencode "refresh_token={{refreshToken}}" \
--data-urlencode "client_id={{clientId}}"

Response (200):

{
"access_token": "{{accessToken}}",
"token_type": "bearer",
"expires_in": "3600",
"refresh_token": "{{refreshToken}}",

"scope": "{{scope}}"

9.2 PISP Scénare — Iniciace platby

PISP flow vyzaduje PAR (RFC 9126) pro ptedani platebniho autoriza¢niho objektu (JWE).
Autorizace platby pouzivd RAR (RFC 9396). Debetni Gty jsou podporovany pouze ve formatu
IBAN.

Banka podporuje vechny typy plateb (Tuzemskeé — pouze v ramci CR, SEPA, Zahrani¢ni), typ
platby (v souladu s definici dle COBS) se vraci v response sluzby jako ServiceLevel / Code a
urcuje ho platebni systém InT dle charakteristiky zadanych informaci pfi iniciaci platby.

9.3 PISP Scénar 1 — Platba bez debetniho uctu se ziskanim uZivatelského tokenu

Kdy pouzit: TPP nezna IBAN debetniho uctu ptedem. UZivatel je identifikovan pies uZivatelsky
token ziskany pfed iniciaci platby Po autentizaci ziska uZivatel moZnost vybrat debetni ucet ze
seznamu dle svého disponentského modelu.

Klic¢ovy rozdil oproti scénéfi 2: Pole debtorAccount neni uvedeno v téle platby — server
vyZzaduje uzivatelsky (ne aplikaéni) token na /payments.

Krok 1: Client Credentials Token (PISP)

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=client_credentials" \
--data-urlencode "scope={{scope}}"

Response (200):

| {"access_token": "ACCESS_TOKEN_PISP" }




Krok 2: Authorize — presmérovani uzivatele (PISP scope)

curl -X GET "https.//{{authserver-url}}/authorize\
?scope={{scope}}\

&response_type=code)
&redirect_uri={{redirectUri}}\
&client_id={{clientld}}\
&code_challenge={{pkceCodeChallenge}}\
&code_challenge_method=5256\
&state={{state}}"

Callback vrati: https://moje-tpp.example.com/callback?code=UserCodePISP&state=pisp-state-
001
Krok 3: Token Exchange — uZivatelsky PISP token

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "redirect_uri={{redirectUri}}" \
--data-urlencode "grant_type=authorization_code" \
--data-urlencode "code={{accessCode}}" \
--data-urlencode "scope={{scope}}" \
--data-urlencode "client_id={{clientld}}" \
--data-urlencode "state={{state}}" \
--data-urlencode "code_verifier={{pkceCodeVerifier}}"

Response (200):

{

"access_token": "{{accessToken}}",
"refresh_token": "{{refreshToken}}",
"scope": "{{scope}}",

"token_type": "bearer",
"expires_in": "3600"

Krok 4: Create Payment — bez debtorAccount (s uZivatelskym tokenem)

curl -X POST "https://{{apigw-hostname}}/psd2/v1l/payments" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Action-ID: {{actionld}}" \
-H "TPP-Identification: {{tppld}}" \
-H "X-Request-ID: {{xRequestld}}" \
-H "Date: {{date}}" \
-d
"paymentldentification": {




"instructionldentification": "PLATBA-S1-001"
b
"amount": {
"instructedAmount": {
"value": 100.00,
"currency": "CZK"
}
2
"creditorAccount": {
"identification": {
"iban": "CZ5508000000001234567899"
}
}
¥

debtorAccount neni uvedeno — server identifikuje platce z uzivatelského tokenu.
Response (200):

{
"paymentldentification": {
"transactionldentification": "{{paymentId}}"
b
"signinfo": {
"state": "OPEN",
"signld": "{{signld}}"
b
"paymentTypelnformation": {
"serviceLevel": { "code": "DMCT" }
}
}

Ulozit: transactionldentification = { {transactionld}} a signld = {{signld}}




Krok 5: GET Sign Info

curl -X GET "https://{{apigw-hostname}}/psd2/vl/my/payments/paymentld/{{paymentld}}/sign/{{signld}}" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Date: {{date}}"

Response (200):

{
"scenarios": ["RAR"],
"signinfo": {
"state": "OPEN",
"signld": {{signld}}
}
}

Krok 6: POST Sign — ziskani autoriza¢niho objektu (JWE)

curl -X POST "https://{{apigw-hostname}}/psd2/v1/my/payments /paymentid/{{paymentid}}/sign/{{signld}}" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Date: {{date}}" \
-H "x-client-cert: {{pathToCertificate}}" \
-d{
"authorizationType": "RAR",
"redirectUr!": "{{redirectUri}}"
¥

Response (200):

{
"authorizationType": "RAR",
"signInfo": {
"state": "OPEN",
"signId": "{{signId}}"
¥
"rar": {
"par_uri": "https://{{authserver-url}}/par",
"scope": "signId{{signId}}",
"authorization_details": "{{authorizationDetails}}"
¥
}




Krok 7: PAR (RFC 9126)

curl -X POST "https://{{authserver-url}}/par" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
-H "x-client-cert: {{pathToCertificate}}" \
--data-urlencode "authorization_details={{authorizationDetails}}" \
--data-urlencode "client_id={{clientld}}" \
--data-urlencode "state={{state}}"

Response (201):

{
"request_uri": "{{requestUri}}",
"expires_in": 300

}

Krok 8: Authorize s request uri (SCA + consent)

curl -X GET "https://{{authserver-url}}/authorize\
?client_id={{clientld}}\
&request_uri={{requestUri}}\
&redirect_uri={{redirectUri}}\
&code_challenge={{pkceCodeChallenge}}\
&code_challenge_method=5256"

PKCE je povinné — code_challenge (S256) musi byt vzdy v /authorize, i kdyz se pouziva PAR.
Auth server vaze PKCE na /authorize URL.

Klicovy rozdil PISP vs AISP: response_type, scope a state jsou v ramci PISP soucasti PAR
objektu (JWE) — nesmi se duplikovat v authorize URL.

Callback vrati: https://moje-tpp.example.com/callback?code=PispSignCode&state=pisp-sign-
state-002

Krok 9: Token Exchange — PISP token pro podpis

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "redirect_uri={{redirectUri}}" \
--data-urlencode "grant_type=authorization_code" \
--data-urlencode "code={{accessCode}}" \
--data-urlencode "scope={{scope}}" \
--data-urlencode "client_id={{clientld}}" \
--data-urlencode "state={{state}}" \
--data-urlencode "code_verifier={{pkceCodeVerifier}}"

Response (200):

{ "access_token": "{{accessToken}}",...}




Krok 10: PUT Sign — finilni autorizace platby

curl -X PUT "https://{{apigw-hostname}}/psd2/v1/my/payments/paymentid/{{paymentid}}/sign/{{signld}}" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Date: {{date}}" \
-H "x-client-cert: {{pathToCertificate}}"

Response (200):

{
"state": "AUTHORIZED",
"instructionStatus": "ACTC"

}

state: "AUTHORIZED" = platba byla uspésn¢ autorizovana.




9.4 PISP Scénar 2 — Platba s debetnim tictem, pouze aplikacni token

Kdy pouzit: TPP zn4 IBAN debetniho Gc¢tu pfedem (napt. z ptedchozi AISP session). Platba se
inicializuje s aplikacnim (CC) tokenem — implementace podporuje One-SCA pokud jsou znamé
kompletni udaje platby. Neni tedy nutné mit uzivatelsky token ptfed vytvofenim platby.

Kli¢ovy rozdil oproti scénafi 1: debtorAccount je uveden v téle platby — CC token postacuje pro
POST /payments a kroky sign. Uzivatelsky token se ziska az v kroku autorizace (PAR —

authorize — token exchange).

Krok 1: Client Credentials Token (PISP)

curl -X POST "https://{{authserver-url} }/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=client credentials" \
--data-urlencode "scope={{scope}}"

Response (200):

{ "access_token": "{{accessToken}}", ... }

Krok 2: Create Payment — s debetnim tctem (aplikacni token)

curl -X POST "https://{{apigw-hosthname}}/psd2/vl/my/payments \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Action-ID: {{actionld}}" \
-H "TPP-Identification: {{tppld}}" \
-H "X-Request-ID: {{xRequestId}}" \
-H "Date: {{date}}" \
-d{
"paymentldentification": {
"instructionldentification": "PLATBA-S2-001"
b
"amount": {
"instructedAmount": {
"value": 250.00,
"currency": "CZK"
}
2
"debtorAccount": {
"identification": {
"iban": "CZ3158000000000002351250"
}
b

"creditorAccount": {




"identification": {
"iban": "CZ5508000000001234567899"
}
}
y

debtorAccount je explicitné uveden — CC token postacuje.
Response (200):

{

"paymentldentification": {
"transactionldentification": " { {paymentId}}"

}a
"signInfo": {
"state": "OPEN",
"signld": "{{signld}}"
H

}

Kroky 3-6: GET Sign / POST Sign / PAR / Authorize
Shodné se Scénétem 1, kroky 5-8 — s pouzitim cc-pisp-token-ABC a novych hodnot
transactionldentification / signld.

Krok 7: Token Exchange — uzivatelsky token (po authorize)

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "redirect_uri={{redirectUri}}" \
--data-urlencode "grant_type=authorization_code" \
--data-urlencode "code={{accessCode}}" \
--data-urlencode "scope={{scope}}" \
--data-urlencode "client_id={{clientld}}" \
--data-urlencode "state={{state}}" \
--data-urlencode "code_verifier={{pkceCodeVerifier}}"

Response (200):

{ "access_token": "{{accessToken}}", "scope": "{{scope}}", ... }

Server automaticky vrati consent pro PISP po autorizaci platby.

Krok 8: PUT Sign — finalni autorizace

curl -X PUT "https://{{apigw-hostname}}/psd2/v1/my/payments/paymentid/{{paymentid}}/sign/{{signid}}" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: Bearer {{bearerToken}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Date: {{date}}" \
-H "x-client-cert: {{pathToCertificate}}"




Response (200):

{
"state": "AUTHORIZED",

"instructionStatus": "ACTC"
}

9.5 PISP Scénar 3 — Platba s pouZitim existujiciho a platného PISP tokenu

Kdy pouzit: TPP ma platny PISP uZzivatelsky token z piedchozi session (ulozeny access token +
refresh_token se scope PISP nebo AISP PISP). Kroky CC token a authorize se pfesko¢i —
platba se inicializuje piimo s existujicim tokenem.

Pokud je existujici access_token expirovany, nejprve ho obnovte pfes refresh grant (viz nize).
(Volitelné) Obnoveni existujiciho tokenu pies refresh

curl -X POST "https://{{authserver-url}}/token" \
-H "Authorization: Basic {{authorization}}" \
-H "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=refresh_token" \
--data-urlencode "refresh_token={{refreshToken}}" \
--data-urlencode "client_id={{clientld}}"

Response (200):

"access_token": "{{accessToken}}",
"refresh_token": "{{refreshToken}}",
"scope": "{{scope}}",
"expires_in": "3600"

}

Refresh Token Rotation: uloZit novy refresh token — plivodni je zneplatnén.

Krok 1: Create Payment (s existujicim tokenem)

curl -X POST "https://{{apigw-hostname}}/psd2/v1/my/payments" \

--cert {{pathToCertificate}} --key {{pathToKey}} \

-H "Authorization: Bearer {{bearerToken}}" \

-H "Content-Type: application/json" \

-H "Accept: application/json" \

-H "Traceparent: {{traceParent}}" \

-H "User-Involved: true" \

-H "TPP-Name: {{tppName}}" \

-H "Action-ID: {{actionld}}" \

-H "TPP-Identification: {{tppld}}" \

-H "X-Request-ID: {{xRequestld}}" \

-H "Date: {{date}}" \

-d{
"paymentldentification": {

"instructionldentification": "PLATBA-S3-001"

b




"amount": {
"instructedAmount": {
"value": 50.00,
"currency": "CzZK"
}
2
"debtorAccount": {
"identification": {
"iban": "CZ3158000000000002351250"
}
b
"creditorAccount": {
"identification": {
"iban": "CZ5508000000001234567899"
}
}
¥

Response (200):

{
"paymentldentification": {
"transactionldentification": "{{paymentid}}"
b
"signinfo": {
"state": "OPEN",
"signld": "{{signId}}"
}
}

Kroky 2-5: GET Sign / POST Sign / PAR / Authorize

Shodné se Scénatem 1, kroky 5-8 — s existujicim refreshed-pisp-token-999 a novymi
hodnotami transactionldentification / signld.

Krok 6: Token Exchange — novy PISP token pro podpis a krok 7: PUT Sign jsou opét shodné
se ziskadnim findlniho tokenu a exekuci platby vyse.

Krok 7: PUT Sign

9.6 CISP Flow (Balance Check)

Jednoduchy flow — nevyzaduje autorizaci uzivatele.

curl -X POST "https://{{apigw-hostname}}/psd2/v1/my/accounts/balanceCheck" \
--cert {{pathToCertificate}} --key {{pathToKey}} \
-H "Authorization: {{authorization}}" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Traceparent: {{traceParent}}" \
-H "User-Involved: true" \
-H "TPP-Name: {{tppName}}" \
-H "Action-ID: {{actionld}}" \
-H "TPP-Identification: {{tppld}}" \




-H "X-Request-ID: {{xRequestId}}" \
-H "Date: {{date}}" \
-H "x-client-cert: {{pathToCertificate}}" \
-d
"exchangeldentification": "858576010faf0a2309",
"debtorAccount": {
"identification": { "iban": "CZ3158000000000002351250" },
"currency": "CZK"
b
"authenticationMethod": "NPIN",
"transactionDetails": {
"currency": "CzK",
"totalAmount": 10050.15
}
¥

10 Dulezita pravidla

10.1 Parametry Authorize a PAR

AISP nepouzivd PAR — vSechny parametry jdou pfimo do authorize:

Parametr AISP Authorize Popis

scope ANO (AISP) PoZadovany scope
response_type ANO (code) Typ odpovédi

client_id ANO Identifikator klienta
redirect_uri ANO Callback URL

code_challenge ANO PKCE challenge
code_challenge_method ANO (5256) PKCE algoritmus

state ANO Nahodny stav pro CSRF ochranu

PISP pouZiva PAR pro predani platebniho objektu. Parametry z PAR se NESMi opakovat v authorize:

Parametr PISP PAR PISP Authorize
authorization_details ANO (JWE, singular) NE
client_id ANO ANO
state ANO NE
response_type NE NE (je v JWE)
scope NE (je v JWE) NE
redirect_uri NE ANO
code_challenge NE ANO
code_challenge_method NE ANO (5256)
request_uri — ANO (z PAR response)
10.2  Prehled tokent dle scénare

| Scénar | POST /payments | GET/POST sign

| PAR

| PUT sign




PISP-1 Uzivatelsky token Uzivatelsky token UzZivatelsky token Novy uzivatelsky

(bez debtorAccount) token (po
authorize)

PISP-2 CC token CC token CC token UZivatelsky token

(s debtorAccount) (po authorize)

PISP-3 Existujici PISP token | Existujici PISP token | Existujici PISP token | Novy uZivatelsky

(existujici token) token (po
authorize)

10.3 Refresh Token Rotation

e kazdy refresh grant vraci novy access token + novy refresh token
e Plvodni refresh token se zneplatni
o Implementace MUSI ulozit novy refresh token

10.4 Encoding
e VSechny HTTP response body ¢ist s UTF-8 kodovanim

e expires_in v token response miiZze byt string nebo number

e authorization details v PAR je URL-encoded (form body)

10.5 Chybové kédy

Jsou definované v rdmci Open API definici, kterd je dostupnéd v Developer portalu.
11  Prilohy

11.1  Konfiguracni checklist

Pted zah4jenim integrace ovéfit:
e [ ]kvalifikovany eIDAS certifikat (QWAC/QSealC), ptedepsany regulaci (RTS on SCA
& CSC - EU 2018/389)

e [ ] Registrace ptistupu do Developer portalu
e [ ] Registrace OAuth2 klienta (client id, client_secret, redirect uri) v developer portalu

e [ ] Zajistén sitovy prostup k API Gateway (https://apigw.jtbank.cz) — sitova konektivita,
proxy

e [ ] Zajistén sitovy prostup k autorizacnimu serveru (https://bezpecnost.jtbank.cz) —
sitova konektivita

e [ ] Podpora implementace PKCE (S256)
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e [ ] UTF-8 encoding pro vsechny HTTP odpovéedi
e [ ] Zpracovani expires_in jako string i number

e [ ] Refresh token rotation — ukladani nového RT
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