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First download the Microsoft Authenticator app

following the instructions below:
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Apple iPhone

On your iPhone, go to the App store and

search for Microsoft Authenticator
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Download the Microsoft Authenticator

app. Open the app.

Authenticator wil je
berichten sturen
Berichten kunnen bestaan uit
meldingen, geluiden en
symboolbadges. Dit kun je instellen in
Instellingen.

Sta toe

Sta niet toe

Select Allow

Android

On your Android device, go to the Play Store
and search for Microsoft Authenticator
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Download the Microsoft Authenticator

app. Open the app.
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Gegevensprivacy

Microsoft verzamelt
niet-persoonlijke gebruiksgegevens
om de app te verbeteren. U kunt
deze instelling uitschakelen. Ga naar
de veelgestelde vragen in het menu
Help voor meer informatie.
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Select OK

Give Authenticatorpermission to use the camera



Go to thuiswerken.umcutrecht.nl on your computer.

Log in with your UMC Utrecht login details. \b/
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Select the method Mobile app > Generate activation code
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User Setup —
=
=
To enable Multi-Factor Authentication for your aceount using the mobile app, =

You'l first need to installthe Microsoft Authenticator app on your phone and
then click the Generate button below to receive an activation code. The

activation code will be entered in the mobile app to complete the activation

Verion 814 e o
e A process. Tne activation code expires in 10 minutes.
Method
Mobile App v |
After instaling the Microsoft Authenticator app on your phone, cick the button to generate an activation code.
Generate Activation Code
\ J

> now you see a QR code

User Setup —
=
=

Follow the nstructions below to actvate the Microsoft Authenticator app on =

your phone and test an authentication using the mobile 2pp.

Enter the following activation code and URL when prompted by the mobile app. The activation code expires in 10

Version 814 .
minutes, You may generate a new code atany time.

© 2022 Microsate Al rgres raszrec.
Activation Code
001507 135

URL

P ( 165327

Generate New Activation Code

After activation s complete, click the following button to test authentication and continue the setup process.

Authenticate Me Now
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This QR code is an example!

You need to scan the QR code with the Microsoft Authenticator app
following the steps below.



Apple iPhone

Open the app and the following
screen appears:

= Accounts ar

Are you ready to add
your first account?

Add account

Do you already have a back-up?
Sign in on your recovery account

\ Start recovery )

select add account.
Do you already have an account?

Then click: iPhone: + sign at top right.

Select: Work or school account

& Add account

Which type of account do you wish to add?
[ Personal account @
=. Work or school account @
Other account (Google, Facebook @
etc.)
N\ _J

A pop-up appears on your telephone
> click Accept.

Android

Open the app and the following
screen appears:

Add your first account

See the Help section in the menu for
further support.
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Click on the + sign.

Do you already have an account?
Then click: Android: three dots at the
top right.

Select: Work or school account

< Add account

Which type of account do you wish to add?

Personal account

Work or school account

lo oo

Other account (Google, Facebook

etc.)

Leave push messages on, otherwise
you will not receive a pop-up
message prompting you to accept
the connection.



Do not forget the step below!

User settings =

Please follow the instructions below to activate the Microsoft authenticator app
on your telephone and test the authentication with the mobile app.

Enter the following activation code and URL when prompted to do so by the mobile app.
The activation code expires in 10 minutes. You can generate a new code at any time.

Versie 801

© 2018 Microsoft. Alle rechten

voorbehouden. Activation code

010 911 395

..Generate new activation code .
When the activation is complete, please click on the following button to test the authentication
and continue the configuration process.

[Authenicate now | )

Scan the QR code on your Scan the QR code on your computer
computer screen with screen with your telephone.
your telephone. Then click on Authenticate now

Then click on Authenticate now

Unable to scan the QR code? Please
Unable to scan the QR code? refer to the last page of the manual.
Please refer to the last page of
the manual.

Accounts

Does the login require approval?

umcutrecht
s.s kariman@umcutrecht.nl

Does the login
require approval?
umcutrecht
h.janssen-3@umcutrecht.nl

Deny Approve

Deny Approve

Select Approve.

Select Approve. Please note! You have a limited number
Please note! You have a limited number of seconds to click “Approve.”

of seconds to click “Approve.”

Your token has been installed!



You can now use your token to view the webmail via pim365.umcutrecht.nl.

If you also want to use the token to work from home via
mijnwerkplek.umcutrecht.nl, follow the rest of the manual.

Working from home

If you are going to work from a location other than the UMC Utrecht, go
to: mijnwerkplek.umcutrecht.nl

Log in with your UMC account login details.

In the Microsoft Authenticator app, click Accept.

UMC Utrecht

Log in met uw gebruikersnaam en wachtwoord

[bebmikersnaam

Wachtwoord

Aanmelden




Do you still have a hard token?
Then hand this in to your IT coordinator.

Questions? Call the ICT Helpdesk T. 088 75 589 90

QR code scanning fails?

Add account

A QR code is displayed by your
account provider.

OR ENTER THE CODE MANUALLY

URL

COMPLETE

- J
At Code you enter the Activation code, from the self-service portal (see
also the image on page 9).

At URL you fill in the URL that you will find to the left of the QR.




User settings

Please follow the instructions below to activate the Microsoft authenticator app
on your telephone and test the authentication with the mobile app.

i, Enter the following activation code and URL when prompted to do so by the mobile app.

he.astivatign code expires in 10 minutes. You can generate a new code at any time.
© 2018 Microsoft. Alle rechten

voorbehouden. nicode

240 592 747

P net/pad/744503877

When the activation is complete, please click on the following button to test the authentication
and continue the configuration process.

Authenticate nor

\

Now click on Verify Now

User settings

ary

Please follow the instructions below to activate the Microsoft authenticator app
on your telephone and test the authentication with the mobile app.

. Enter the following activation code and URL when prompted to do so by the mobile app.

The activation code expires in 10 minutes. You can generate a new code at any time.
2018 Microsoft Alle rechten

voorbehouden. Activation code

010 911 395

URL

When the activation is complete, please click on the following button to test the authentication
and continue the configuration process.

Authenticate now]| J
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Required program for working from
home via mijnwerkplek.umcutrecht.nl:
VMware Horizon Client

Note: if you only want to view the webmail via pim365.umcutrecht.nl this
program is not necessary!

You must have the VMware Horizon Client installed on your private laptop or
computer, otherwise you will still not be able to work from home after
installing your MFA token.

You can find the program here:
https://customerconnect.vmware.com/en/downloads/info/slug/desktop_end_user_co
mputing/vmware horizon clients/horizon 8

Download the latest version of VMware horizon client, install it and restart your
computer. This program comes on UMC Utrecht laptops as standard.




	Working from home

