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You are NOT allowed any assistance to complete the answers.
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When completed, please leave the examination answer sheet (EAS) on the desk.
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right-hand corner of the page before leaving the examination room.

26 September 2025 FA-HNI2991 © 2025 Highfield Awarding Body for Compliance Limited.



[T

The main goal of scams is to:

A.

improve the performance of computer
systems

increase awareness of cyber security policies
prevent access to restricted online services
trick people into giving away information

What is spyware designed to do on a computer

system?

A. Block all unauthorised internet connections
automatically

B. Protect files with stronger encryption
methods

C. Secretly monitor user activity and collect
information

D. Speed up the performance and connectivity

of data applications

Why is cached data often cleared from a
computer system?
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It is lawful for an organisation to use someone's
personal data when:
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the data is taken from a public website
the organisation already knows the person's email
the organisation wants to use it for marketing

the person has given clear consent for a specific
reason

The purpose of a cyber security risk assessment is to:

A.

decide which staff members are most likely to
make mistakes

identify and prioritise any security risks before they
occur

permanently remove all threats and dangers from
the organisation

predict future cyber security risks against a
business

One way to reduce eye strain when working on a
computer is to:

A. To improve desktop appearance and keep the monitor brightness high to see clearly
personal seTHigs B. place the monitor directly in front of a window to
B. To keep files organised and reduce storage use natural light
space usage C. position the screen at a comfortable distance
C. Toremove stored details and prevent the . .
misuse of information D. ;tgskat the screen continuously when completing
D. To speed up browsing and increase internet
connection
Which of the following adjustments can be made to
help prevent back strain at a workstation?
A. Aligning the chair to support the lower spine
B. Leaning forward to stretch the back while typing
C. Placing the screen at eye level to reduce neck pain
D. Sitting with the chair reclined away from the desk
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Which of the following is a safe way to dispose of
paper records containing personal information?

A. Placing the files in regular office recycling
bins

B. Removing them from the office to dispose of
them at home

C. Storing them in a cabinet and checking if
they are needed later

D. Using shredding and an approved disposal
service

Which of the following situations is an example
of a malware infection?

A. Alaptop slowing down after running out of
storage

B. A server shutting down because it is
overheating

C. A system becoming unusable after a
ransomware attack

D. A website loading slowly due to heavy
internet traffic

Outdated software creates a security risk
because it:

A. makes programs harder for staff to
understand

B. may contain known flaws that attackers can
exploit

C. reduces the amount of data that systems
can store

D. slows down computer processing during
busy periods
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Avoid adverts that appear during normal browsing
Install trusted security software on devices
Switch internet browsers on a regular basis
Use VPN services from unverified providers

Who typically performs penetration testing for an
organisation?

A.

Anyone with permission to browse company
websites or data

Employees from any department who have
experience in testing

Internal or external specialists trained in ethical
hacking

Regular staff with access to all company system
testing

Which of the following is an example of an unpatched

system?

A. Adevice running software that no longer has
vendor support

B. A program updated automatically through cloud
services

C. Aserver that only allows manual installation of
updates

D. A system with security updates available but not
installed
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What is the main risk of using weak encryption
on sensitive data?

A.

Attackers can break the protection and read
the data

Data may take longer to upload to the
internet

Files may be harder for employees to store
and locate

Staff may need to change their passwords
more often

What is the main purpose of remote access

control?

A. Toincrease the speed of internet
connections

B. To reduce the number of passwords staff
need to remember

C. Toremove the need for passwords on work
devices

D. Torestrict who connects to systems off-site

A common goal of a denial of service (DoS)
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Which of the following is a common form of phishing?

»

Asking staff to complete routine hardware training
Installing official security patches onto hardware

Running regular anti-virus scans on company
systems

Sending fake emails that appear to be genuine

What does the term insider threat mean in cyber

security?

A. A current or former employee misusing authorised
access

B. Afaultin hardware that causes system failure
A hacker from another country breaking into
systems

D. Avirus that spreads through infected email

attachments

What is the purpose of restricting the use of password
managers?

To avoid having to change passwords regularly

attackis to: B. To ensure staff remember every password
manually
A. disrupt services by overwhelming systems C. To prevent employees from creating long
with traffic passwords
B. force staff to share their passwords by D. To reduce the risk of passwords being accessed in
impersonating IT one place
C. install ransomware that encrypts
confidential files
D. permanently delete all company data from
its servers
Organisational procedures require that hazards are
reported promptly so that:
action can be taken before anyone is harmed
B. managers have a written record for future
reference
C. staff can prove they followed the correct process
D. theissue can be discussed in the next team
meeting
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